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Abstract. Using the Modular Reliability Model the three different main influencing
elements, i.e. intrinsic capability (IC), application parameters (AP) and the human
factors (HF), are, in the first instance, investigated separately. The intrinsic
capability stands for the pure physical-technological process of the signal detection
caused by the waves or the rays from a material defect in the presence of noise
(driven by the material and the devices). This intrinsic capability is the upper bound
of the possible reliability. Already when measuring this intrinsic capability for thick
walled components the original one-parameter POD must be extended to a multi-
parameter POD, where, in addition to the defect size, a number of additional
physical parameters, such as the grain size distribution (or attenuation), defect depth,
and angle or surface roughness, must be considered. For real life cycle assessments
it is necessary to evaluate the signal response from real defects. The industrial
application factors, e.g. coupling conditions, limited accessibility, heat and
environmental vibrations, diminish the reliability. The amount of reduction can be
determined quantitatively, if the underlying conditions are controlled. In case they
are not controlled it is necessary to count for a fluctuation in the reliability in the
field anyway. The third group of important influencing factors are the human
factors, which do not only cover the individual performance capability of the
inspectors but also the design of the working place,the procedure, the teamwork
quality, interaction with systems, the organization, and finally, the relationship
between the companies involved in the inspection process and to which extend the
responsible parties are aware of it. When comparing an “ideal inspection” with a
“real inspection” it is worth while to look how the existing practices, rules and
standards support reliable testing and where the “delta” is. In the context of vigor,
with respect to the industrial end user, it needs to be shown how the level of
reliability of NDE, influenced by the different factors, has an impact on acceptance
or rejection of safety critical parts.

Introduction and Current Status

The aim of this paper is not only to present the new paradigm in the field of NDE reliability
but also to scrutinize the current vigour of our reliability models and methods for the final
situation in the industrial application.

The insights from the first four workshops from the series of European-American
Workshops on NDE reliability can be summarized as follows. The main achievement from
the first workshop 1997 in Berlin was the conceptual model [1] (later referred to as
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Modular Reliability Model [2]) in terms of the reliability formula which simply says that
the total reliability of an NDE system is composed of the intrinsic capability, IC (which
stands for the physical principle behind the defect indication and its technical realization as
an upper bound), the application factors, AP (describing the realistic circumstances like UT
coupling, limited access, noise of the surrounding ...) and the human factors, HF, present in
each application. While imperfect — e.g. the mutual interactions between the factors were
not considered — the conceptual model helped to properly define the potential for
performance optimization, and worked also as an assessment tool for the adequacy of open
and blind trials. A main benefit from the Second European American Workshop on NDE
Reliability, September 1999, Boulder, Colorado, USA [3], was the clear definitions of 1) the
NDE System as the procedure, equipment and personnel that are used in performing NDE
inspection and ii) the NDE reliability as the degree that an NDT system is capable of
achieving its purpose regarding detection, characterization and false calls. The main
conclusion from 2002 from the third European American Workshop [4] was: We need to
quantify the risk in NDE and demining! The fourth European-American Workshop in 2009
in Berlin again showed the progress in attempts to consider the reliability of NDE on a
system level with the goal for integrated solutions in the industrial applications; the
limitations of the original empirical methods were shown resorting to advanced and model
assisted methods. Also, the first time an extra Human Factors session was launched with
the result to recognize that the Human Factors are present in all stages of NDT activity
while as targets of improvement the training, procedure, calibration, inspection and
evaluation were assigned.

A view on the current international main activities, not claiming completeness but
reflecting the historical development of dealing with NDE reliability is illustrated in Fig. 1
“The Reliability Flower Garden 2013”:
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Figure 1: Today: The Reliability Flower Garden, 2013
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where progress all over the world between the corner points of industrial demands and
scientific progress on the one hand and between safety and security demands and economic
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conditions on the other hand are shown. What is the blooming item in each of the flowers?
As indicated in the work from EPRI [5, 9] the PD (Performance Demonstration) is now
well established in the US nuclear industry and with its procedure examination it drew
nearer to the ENIQ (European Network of Inspection Qualification) approach, which was
from the beginning composed of parameter assessment and open and blind trials. The
National adaptations of the ENIQ methodology are also spread out over Western and
Eastern Europe today [10]. The POD-qualification of NDE methods applied to airplane
components is mandatory worldwide. For general NDE applied by accredited labs
(EN-ISO 17025) the validation of quantitative and qualitative testing methods is required
when no established standard exists. Also the new branch of SHM (Structural Health
Monitoring) is going to evaluate the reliability via POD curves. RBI (Risk Based
Inspection) and RBLM (Risk Based Life Time Management) is more and more applied to
pressure equipment and nuclear facilities and the reliability of NDE is an important bridge
between testing and the assessment of the remaining risk and life time. The youngest flower
is the reliability assessment of Structural Health Monitoring with POD [11] and the most
promising flower is the modelling assisted POD (MAPOD see Thompson, et. al. 2009 [12])
which helps to reduce costs for a high number of empirical experiments by substituting
missing information by modelled results.

Last not least, for dealing with the human factors in an appropriate scientific way
working psychological methods came on board firstly touched in investigations conducted
in the USA (e.g. Harris, 1992 [13]), Finland (e.g. Norros & Kettunen, 1998 [14]), Sweden
(e.g. Enkvist, 2003 [15]) and the UK (PANI program, McGrath, 2008 [16]) and later on
investigations in demining (Gtille et.al, 2007 [17]) and NDE (Bertovic et.al. 2011 [18],
Gaal et.al. 2009 [19]) by BAM. But even more insights from this field are to be taken into
account when completing the Modular reliability model: the organizational context within
which all the modules are embedded and also the interaction between different
organizations as we learnt from Wilpert & Fahlbruch (1998, in [20]). The generalized
Modular model (Miiller et. al., 2009 [2]) as depicted in Figure 2 can also help to understand
what issues are covered by the different “Flowers” of Figure 1.

Generally, when asked for an assessment of the reliability of an NDE system the
following approach is helpful to consider: first, the actual level of safety demands have to
be defined in order to adapt the thoroughness of investigation to the level of risk when the
tested component would fail. Then, all the essential influencing parameters need to be listed
and transferred to an appropriate design of experiments to determine the reliability in terms
of a qualitative assessment for lowering the risk, or in terms of quantitative probability of
detection (POD) or ROC (Receiver Operating Characteristics) curves.

We recommend here a new paradigm which considers the POD or reliability of the
system as a matrix of input variables utilized for process optimization and not only for a
final judgment. A subsequent element, and we believe advantage of this approach for the
end user, is also to sample all single PODs to an integral “Volume POD” of a part including
data fusion [21].

Among the influencing parameters, human factors are very important, but of course
after the basics via IC are established. A systematic psychological approach should help to
find out where the bottlenecks are, but as first priority, to provide the best possible working
conditions for the inspectors.
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Figure 2: The Modular reliability model helps to understand and weight the different influences and which of
them are covered in modelling, open or blind trials

Progress in Methods for Determining Intrinsic Capability, Application Parameters
and Human Factors and Organisational Context towards the Vigour in the field

Examples for new handling of Intrinsic Capability and Application Parameters

Multiparameter POD

Figure 3 shows a typical result using the “a versus a” POD scheme as explained in [2, 8].
When applying this approach to industrial applications like copper canister components for
radioactive waste (see e.g. [21], [22], [23], [24]) we have to expand this approach to real
industrial conditions because defects in thick walled components need to be characterized
by more parameters (like depth, angle, surface roughness) than just the size.
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Specifically, we see a need for a multi parameter ,,a* (depth, size, orientation,
roughness...) and a data field ,,a* (more than a maximum signal) for industrial applications
with thick parts and complex defect shapes. This is shown for the amplitude dependence of
PA UT echo field from FBHs (flat bottom bore holes) in Fig. 4.
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To overcome this problem, a modelling assisted multi parameter methodology
(Pavlovic et.al. 2008 [22], 2009 [21]) was developed and applied to the lid of the copper
canister seen in Figure 5 and the different testing set up configurations in Fig. 6. The POD
as a function of defect size (FBH diameter), defect depth and defect angle is presented in
Figure 7(a), (b) and (c), respectively. The sharp decline of POD with increasing angle, for
example, shows how important a comprehensive multi parameter consideration is.



Figure 5: Copper canister for the deep deposit of highly radioactive nuclear waste (SKB/Posiva), canister
parts planned for the NDT inspection: copper lid

Figure 6: Multi-Parameter-POD; Copper canisters for deep deposit SKB/Posiva;
Canister parts planned for the NDT inspection: copper lid
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Figure 7: Multi-Parameter POD; POD as function of FBH-diameter (a), depth (b), and angle (c).
[Calculations from Mato Pavlovic]



Figure 8: Mechanized Inspection of the copper tube; UT equipment; Probe 128 elements, linear array,
pitch 1 mm, width in passive direction 16 mm

Investigating the results of mechanized PA UT testing of the copper tube — as
shown in Fig. 8 — the heterogeneous attenuation and relatively strong attenuation due to
grain size distributions caused by the manufacturing process of the tubes has to be taken
into account. The aim of the joint investigation of SKB, BAM, and Posiva[19]was to
achieve a deeper insight into the effect of attenuation on the detectability of defects at
larger depths in the copper tube. For this purpose, test samples with different level of
attenuated material, containing flat bottom holes of various sizes, were manufactured. The
samples were then inspected by the phased array ultrasonic technique developed by SKB.
The results, including the amplitudes from the flat bottom holes and the multiple back wall
echoes, as well as the frequency domain for both the surface and back wall echoes, were
used as input for the POD calculations.

The data analysis showed that the attenuation and the low pass filtering of the
ultrasonic signal, due to variations in the grain structure, varied along both the surface and
the depth of the tubes. As a consequence, the difference between the second and the first
back wall echoes were not sufficient to determine the local attenuation, which affects the
signal response from the individual defect. These deviations were taken into account by a
least square fit between calibrated modelled and measured data.
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Figure 9: UT 11 measured amplitudes(containing attenuation) from FBH’s versus modelled(without
attenuation) echos (without a-renormalization)

Fig. 9 shows the results of the measured echo amplitudes as a function of the
modelled ones without attenuation. The blue line represents the ideal curve where the
modelled amplitude would be equal to the experiment.
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Figure 10: o renormalized measurements with calibration of modelled data.
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Fig. 10 shows the relation between model and measurement after a re-normalization
of the measurement values by the damping factor using the attenuation coefficient from the
first and second back wall echo ratio. It is seen that there is a difference left due to the low
pass filtering of the broad band signal in copper with high grain sizes. Those were
determined from fitting the modelled curve to the measurements using this Aa.
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Figure 11: Final local a from BWE difference including corrections by beam spreading, transmission loss
and low pass filtering.

The final a values for each tube material and each FBH surrounding are shown in
figure 11. Finally, in figure 12 the POD curves as a function of the FBH diameter are seen
for the different attenuation values. It is seen that the influence of attenuation is remarkable
shifting the POD curves and confidence bounds to higher diameters the higher the a is. We
can conclude that the attenuation is one of the most important influencing parameters here
on the defect detectability.
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Figure 12. Summary of the calculated POD for o min, o med, o max and the postulated o supermax as a
function of FBH diameter with indicated d90/95 values.

Table 1: Min, Med and Max and a fictive super-max attenuation values and corresponding detectable
(d90/95) diameters and mean back wall echos; The POD and the detectable defect size change drastically with
growingo due to grain size distribution in accordance with former investigations by T. Stepinsky[21].

a [dB/m] d90/95 [mm] Mean BWE [%]
Minimum 46.1 1.5 43.43
Medium 141.4 22 1217
Maximum 196.9 3.1 6.33
Super Maximum®* 275 5.0

It can be observed that the growing attenuation from about 50 dB/m up to about 200
dB/m is reflected in a highly diminished BWE-height, as well as in the growth of the
detectable defect from less than 2 mm to more than 3 mm. This is still sufficient and the
integrity of the tube is not affected. Utilizing the opportunity for scaling measured values
and modelled amplitudes with arbitrary attenuation, a very high a of 275 dB/m was
postulated and with this theoretical a a POD as a function of FBH diameter (d90/95) of 5
mm was calculated, The actual o variations are in the same order of magnitude, as
mentioned by Stepinski et al. (2009), where the attenuation in the extruded copper parts
varies from approx. 70 dB/m to approx 200 dB/m at 3.5 MHz. This shows that our
mathematical-physical concept of ¢ = a0 + Aais applicable for the current copper
materials and the broad band phased array ultrasonic technique. Still, further confirmation
by ultrasonic experiments and grain size measurements are desirable.
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The influence of real flaws in real components

When the NDE engineer is asked to provide the probability of detection of critical defects
as input for risk evaluation or life time management of real components, then it is necessary
to provide information for real defects occurring in the component.

Usually, when starting with a new NDT-Problem, the method’s capability it tested
using well known artificial defects as shown in figure 13. To come then closer to the real
problem artificially created real defects are used for the reliability tests. The “absolute”
truth about the situation in the field can be found only under production, as indicated in
figure 15, or in-service conditions. In this case it costs a lot of effort to identify and
characterise the real defects with a statistically sufficient amount.
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Figure 131: Artificial defects; The POD of artificial defects: evaluate the measurement process / the
application factor => POD describes the limits with an ideal defect behavior.
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Figure 14: Realistic defects artificially induced; The POD of real defects: evaluate of the interaction with
complex defects => necessary for an “Overall POD”.

Figure 15: Production conditions
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Figure 16: Data of artificial and real defects for RT for Cu-canister welds

Bayesian Approach for dealing with limited data from real defects

The Bayesian Approach provides a good solution to compute POD-curves in case of small
amount of real defects without losing necessary information by incorporating data from
artificial defects via a prior function while using information about the real defects in terms
of a likelihood function. The posterior function composed in an appropriate way out of the
latter contains needed information for the computation of POD-curves for real defects with
an acceptable and sufficient amount of information, even for sparse amount of data as
shown in the work of Kanzler, et.al. 2013 [23].

Examples for new Approaches for the improvement on Human Factors

When we started to co-operate with the field of working psychology we recognized that
“Human Factors” means much more than a person’s capability or the fact he might be tired.

According to the periods of safety research (see Figure 17), developed by Reason
(1993; in [20] and expanded by Wilpert & Fahlbruch,1998; in [20]), the different
influencing factors on the reliability of safety relevant work results range from technology
over individual human errors to socio-technical and inter-organizational factors — and are
well known in the human factors field.
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Figure 17: Periods of safety research

During the 4™ EAW it was already reported about human factors’ influences on
manual ultrasonic inspection performance during in-service inspections (ISI) in nuclear
power plants. A human factors model, which took into account up to date achievements in
knowledge corresponding present safety demands, had been set up and a part of it tested
(Figure 17 (see [18] for detailed results) and in general it could be concluded that for an
improvement of the human performance attention needs to be drawn on:

* Demonstration task for training and performance confirmation
* Organization (good preparation)

* Written procedures and protocols

* Supervision

Further attempts to investigate human factors in the NDT field have focused on the
mechanized inspection of the canister, to be used for the final disposal of nuclear waste in
Sweden and Finland as was the subject of the multi-parameter POD as well mentioned
above. A substantial number of factors that could affect the reliability of NDT methods
have been identified and analyzed. Proposals for the compensation of varying human
performance, according to the experts, include the implementation of human redundancy
(known also as the 4-eye principle) or the semi-automation of the defect detection process.
However, implementing human redundancy in critical tasks, such as defect identification,
as well as using an automated aid (software) to help operators in decision making about the
existence and size of defects, could lead to other kinds of problems, namely social loafing
(excerpting less effort when working on tasks collectively as compared to working alone
(Williams & Karau, 1991 [26])) and automation bias (uncritical reliance on the proper
function of an automated system without recognizing its limitations and the possibilities of
automation failure (a form of automation misuse) (Mosier & Skitka, 1996 [27])) that might
affect the reliability of NDT in an undesired manner, when not taken into account
adequately (as elaborated by Bertovic, et. al. 2012 [24]). Deeper understanding of the
defect detection and sizing process, as well as an evaluation of the existing procedures, are
a part of the continuing effort to understand the varying human performance, as well as to
optimize current practices, if needed. In the following the main influencing factors on the
human performance are summarized in fig. 17 and the conclusions from the Human Factors
studies are summarized below.
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Human factors in NDT

"Human factors refer to environmental, organizational and job factors, and human and individual
characteristics, which influence behaviour at work in a way which can affect health and safety” (Health
and Safety Executive, HSE, 1999) ... And the performance of NDE

INDIVIDUAL DIFFERENCES

Personality ENVIRONMENTAL
Abilities CONDITIONS
Experience Heat
Decision making Noise
Motivation Radiation
Time pressure
Interruptions
TASK
vor ORGANIZATION
Difficulty .
Tachnology Selection
] Motivation
Automation
; Feedback
Workload o
Training
Procedure
Norms
GROUP Organizational culture
Teamwork Organizational pressure
Human redundancy Responsibilities

M. Bertovic

Fig. 18: Summary of influencing factors on human performance after Bertovic[24]

Main Conclusions from Human factors studies

WORKING CONDITIONS

» Time pressure has an effect on the quality of UT inspections
* Organizational context determines the way inspections are performed and
therefore highly influences on the inspection quality

HUMAN REDUNDANCY

+ Having two operators perform the same inspection might not necessarily lead to
a more reliable inspection (problem of social loafing (relying on the other
operator))

» It is important that operators conduct the task completely independently from
each other and are aware of the effect of social loafing

AUTOMATION

* Implementing automation will not necessarily reduce human error

* As the role of the human operator changes - from doer into a controller of what
the automation is doing - new error sources can arise

» Example: over trust in automation

* Operators should be trained to have appropriate trust in automation

INSPECTION PROCEDURE

* Relying only on norms and standards will not necessarily lead to a well written
procedure
* The procedure has to contain all the relevant information and be user-friendly
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Human Factor and Organization

Considering the flows of processes connected to industrial NDE applications Holstein et.
al. [28] was able to identify three flows of processes immanent to NDE activities between a
vendor and an end user: The business process, the information process and finally the
technical NDT delivery process as depicted in Fig. 19. All three processes influence
operator performance, which is unfortunately not well recognized neither to the technical
experts nor to the economic experts. The amount of information requires “Information
Management” in terms of a Communication Chain between Customer, Contractor,
Level 11l and the Operator and should be carefully designed

.l

L
Business Information Delivery
Process Process Process

| v

Figure 19: The three types of process flows incorporated in an NDE activity
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Figure 20: Process Environment

Furthermore, this communication chain is for each country or economic area
embedded in a process environment composed of a safety culture, technical rules, market
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and financial frame, social/ethical culture and regulatory requirements. The question raises
whether we need new tuning or controlling instruments here or simply an awareness to
improve the reliability of our NDE processes?

Conclusion and Outlook

Dealing with the NDE reliability measurement effort the safety and economic requirements
have to be taken into account and the qualitative and quantitative importance of each
subtask (detection, false calls, characterisation, sizing) needs to be assessed. Multi-
parameter POD and methods employing modelling assisted POD or data combination by
Bayesian Approach appear promising to simultaneously fulfil safety and economic
demands. The modular model helps to understand the impact of different sources of
influences from parameters connected to physics, application or human factors — individual
or organizational, respectively. Human factors need to be more deeply investigated by
means of working psychology as ways to optimize the working conditions, training,
inspection procedure and preparative actions for the operators.

To overcome the “delta” between the results from our current NDT reliability
models and the real field situation the following issues have to be considered

* ROC and POD methods are adequate means measuring the reliability of NDE-
systems for high safety demands BUT all influencing factors needs to be known
and controlled

* POD should be used as an optimization tool

* A ,Delta“ can occur when the part is not completely covered, actually
influencing factors like attenuation are not well considered and from not knowing
different response behaviour of artificial and real defects

* Importance of the Bayesian tool or other intelligent combination methods to
make POD on real defects affordable

* Implementing human redundancy or automation to reduce human error can lead
to problems of different nature — deeper understanding of these problems is
needed, as well as consideration of these in the development of ways inspections
should be performed

* A “Delta” can arise when we are not aware of the human factors or when think
we are “on the safe side” with automation and redundant testing

* The inspection procedure needs not only to fulfil the requirements regarding the
procedure content. "User centred procedure design" needs to be adopted in order
to make the procedure more usable and ensure it is well understood

* A “Delta” can occur when the inspector has difficulties using the procedure and
understanding its content on site

* Organizational context determines the way inspections are performed and
therefore highly influences on the inspection quality.

* A “delta” can occur when the actual processes (business, information-, NDE-
delivery) are not well recognized and tuned and the responsibilities of different
parties are not clear enough

* The organizational context determines the way inspections are performed and
therefore highly influences on the inspection quality.
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